DKI APCSS The DKI APCSS journal for comprehensive

SECURITY security issues throughout the Indo-Pacific
NEXUS region and the world!

Security Nexus Perspective

COMPETING IN THE COGNITIVE DOMAIN:
[LESSONS FROM TAIWAN’S ANTI-FRAUD
INITIATIVE

By Michael Kolton & Maa Shyh-Yuan

In his 2025 testimony to the U.S. Congress, the U.S. Indo-Pacific Commander Admiral Samuel
Paparo, described China’s pressure campaign against Taiwan as “a multi-faceted approach combining
military pressure, cognitive and cyber operations, and economic coercion.”! The U.S. Department of
War likewise assesses, “Beijing almost certainly considers cognitive domain operations to be a key
component of its pressure campaign against Taiwan.”? In January 2026, Taiwan’s National Security
Bureau (NSB) warned that Chinese cognitive warfare aims to weaken Taiwan’s will to resist and the
international community’s will to support. The NSB also pledged to ensure “unmanipulated public
opinion.” * But how can Taiwan counter China’s cognitive warfare? Since 2024, an interagency effort
in Taiwan has fought cyberfraud and now offers a blueprint for competing in the cognitive domain. *

Taiwan, like the rest of the world, has suffered an intensifying trend of online criminals
manipulating victims to steal their assets.’ ® 7 In 2024 alone, online scams in Taiwan affected 3.8
million people, stealing over $7.4 billion.® For context, Taiwan’s most destructive earthquake inflicted
$26.5 billion in losses.’ Organized crime operates in an “intelligence age” of fraud; Al tools and other
information technology intensify the “volume, sophistication, frequency and success rate’ of their
scams.'® Criminals exploit social engineering to manipulate victims, and integrating the latest
cognitive science only supercharges their effectiveness. The same trends — data exploitation, Al-
enabled personalization, and social engineering at scale — also affect 21% Century warfare.

Cognitive warfare extends beyond conventional influence operations that shape narratives and
sentiments. In their political warfare campaign against Taiwan, China’s cognitive domain operations
seek to defeat an individual’s will to resist, thereby achieving aggregate effects for their strategic
victory. Advances in technology and neuroscience research strengthen the scale, speed, and precision
of cognitive warfare and its manipulation tactics.
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Online scams showcase the tactics of cognitive domain operations

Taiwan’s NSB warns that China is employing private companies “to collect personal data of
Taiwan’s political leaders, legislators, and opinion leaders” for psychological attack; they have
developed Al tools to automate data collection, video generation, and the “precise” means to deliver
effects. !! 12 Meanwhile, Chinese military researchers envision cognitive domain operations that can
disrupt and even manipulate the decision-making of enemy commanders.!'> '4 13

Technology researcher Libby Lange similarly details China’s pursuit of “algorithmic cognitive
warfare” capabilities that employ sophisticated algorithms alongside near-limitless data and compute to
tailor content for an “individual’s cognitive terrain.” '® Chinese intelligence services and their proxies
continuously harvest and process personal data, automating as many steps as possible, and generative
Al tools only accelerate bespoke content creation. !” This evolution delivers custom-built manipulation
at speeds far surpassing traditional social engineering.

In Taiwan, victims of online scams are sadly too familiar with such cutting-edge manipulation.
Since 2023, criminals have increasingly leveraged Al-generated content like deepfake videos and voice
recordings to deceive victims.!'® Scammers especially exploit social media applications, mimicking
friends, family members, and trusted organizations.'? 2° 2! Many scams target victims via direct
messaging, then use online payment platforms and cryptocurrencies to transfer funds.?? 3

The quality and scale of these tactics are growing in tandem with criminal access to data,
compute, and generative Al tools. In February 2026, Taipei police arrested six suspects for
masterminding a fake online romance that conned a woman into depositing $225,000 in a fraudulent
cryptocurrency investment.?* The growing intimacy of online fraud reveals personalized manipulations
that are evermore automated and scalable. In war, China will employ cognitive domain operations that
exploit these kinds of vulnerabilities to achieve political goals.

Taiwan’s Anti-Fraud Initiative as a Road Map

In 2024, Taiwan launched the interagency Anti-Fraud Initiative to fight organized crime in a
seemingly lawless cognitive landscape. In its first 12 months, Taiwan’s Anti-Fraud Initiative achieved
measurable success. Financial losses from online scams fell by 50%, a reduction of nearly US$700
million in losses per month.?® After deploying Al-enabled detection tools, suspicious bank accounts
plummeted from a peak of 150,000 in 2024 to fewer than 1,000 accounts by mid-2025.?° A new
platform for the public to report scam ads helped the Ministry of Digital Affairs (MODA) remove over
180,000 violations. MODA’s automated detection tool helped reduce scam ads from a weekly rate of
77,000 down to below 900.%7

The Anti-Fraud Initiative's success countering cyberfraud rested on five pillars relevant to
competing against China in the cognitive domain: integrating interagency authorities, collaborating
with the private sector, building legislative trust, maintaining transparent metrics, and managing
inevitable friction between public and private interests. These pillars underwrite both Taiwan’s fight
against cyberfraud and its broader effort to build a resilient society that can safeguard democracy
across physical and cognitive domains.
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Integrating authorities and activities

In 2024, Taiwan’s executive branch launched a task force with interagency convening powers
to lead the Anti-Fraud Initiative. Under the command of the deputy Minister of Interior (MOI), this
task force evolved into a permanent, 10-person office called the Anti-Fraud Coordination Center
(AFCC).%® The AFCC and its interagency partners consulted private industry and designed a
framework to align disparate anti-fraud activities. It rejected centralizing control of these efforts under
a single office and instead embraced an ethos of synchronizing a whole-of-government mosaic.

The Center became a clearinghouse for policy and an interlocutor for the private sector. In a
cognitive warfare scenario, Taiwan, like any democracy, faces a fragmented landscape that includes the
military contesting its information environment, intelligence services tracking Chinese malign
activities, and the rest of society managing essential services. The AFCC model demonstrates that
synchronization, not centralization, is a viable path for competing in the cognitive domain.

Collaborating with the private sector

During a conflict, social media platforms and telecoms will be key conduits for both Chinese
cognitive attacks and Taiwan's crisis communications. The relationships and mechanisms built through
anti-fraud cooperation offer a foundation for resilience during war.

The AFCC relies on numerous channels to engage social media platforms, telecoms, financial
firms, and other corporations. One example is the national-level Fraud Early Warning Center (FEWC),
which the Ministry of Justice (MOJ) launched in 2024. In just 12 months, the FEWC blocked US$24
million in illicit transactions after flagging suspicious bank accounts.?’ MOJ subsequently established
local FEWC:s like the one in Hsinchu, the epicenter of Taiwan’s semiconductor industry, which the
MOJ describes as the “cornerstone of national defense.” The Hsinchu FEWC coordinates with
technology firms to counter tactics that include “fake investments, Al face-swapping, impersonating
law enforcement, and cross-border scams.”*° The FEWC exemplifies how routine collaboration with
technology firms, shared detection platforms, and mutual expectations built the trusted coordination
channels needed for defending against cognitive attacks.

At first glance, financial regulators and law enforcement play a limited role during war, but
cybercriminals perennially exploit conflicts. Immediately after the October 7" Hamas attacks on Israel,
malicious actors launched hundreds of fraudulent charity sites.?! After Russia invaded Ukraine,
cyberfraud cases more than tripled as criminals collected personal data and exploited social media to
promote fraudulent financial schemes, often preying upon displaced Ukrainians desperate for loans.>?
In war, China could even encourage syndicates to wreak havoc on Taiwan’s population to erode their
faith in the government.3® > The systems built under the Anti-Fraud Initiative will help maintain a
sense of order in the cognitive realm, fortifying people’s confidence.

Building trust with the legislative branch

In 2024, Taiwan’s legislature passed the Fraud Crime Hazard Prevention Act (FCHPA), the
foundation for the Anti-Fraud Initiative. The new law affected financial firms, telecoms, online
advertisers, E-commerce sites, online gaming, and payment services. FCHPA mandated that businesses
prevent misuse of their services, authenticate users, share fraud prevention information with the public,
and cooperate with law enforcement on fraud investigations. For example, FCHPA required online
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advertisers to designate a compliance officer, develop fraud prevention plans, and share annual fraud
reports with the public.® In 2025, lawmakers passed an FCHPA amendment that unlocked more
authorities for prosecutors and regulators. This amendment directly resulted from AFCC
recommendations and relied on consistent dialogue between officials, legislators, and their staff. This
trust enabled reforms at a pace commensurate with rapidly adaptive threats.

Transparent metrics create a common operating picture

Within the first month of the Anti-Fraud Initiative, MOI and its subordinate Criminal
Investigative Bureau (CIB) launched a publicly accessible “165 Dashboard” that hosts monthly
statistics and routine news updates.*® The “165 Dashboard” emphasizes two monthly metrics: (1) cases
handled and (2) financial losses. Cases handled measure performance: “Are we doing the things we
said we would do?” Financial losses measure effectiveness: “Are the things we are doing achieving
desired results?” While no metric captures the full picture, these twin indicators provide government
officials, legislators, and voters a common operating picture to chart progress. Extending the 165
Dashboard model beyond cyberfraud — visualizing disinformation, public trust, and resilience to
manipulation — would strengthen Taiwan's ability to compete against China in the cognitive domain.

Public and private industry should expect friction

In May 2025, Taipei City officials using new anti-fraud tools detected 1,623 fraudulent
advertisements on Meta platforms. City officials notified Meta to remove the scam ads but later
reported to MODA that the company missed statutory 24-hour deadlines for 77 ads (5% of the total).
MODA met with Meta representatives and later fined the company.?” For its part, Meta affirmed its
commitment to work with regulators and highlighted its removal of 146,000 accounts and 1.6 million
scam ads since 2024.3% Taiwan’s CIB likewise reported that Meta removed 26,000 scam ads in just
three months between March and June 2025.%

At first glance, this interaction may appear adversarial, but friction is practically inherent in any
partnership. Even as Taiwan levied fines, MODA and its interagency partners met with Meta and four
other major online advertisers to streamline fraud reporting from local jurisdictions, which were still
using an antiquated paper-based process. Within a month, MODA expanded access to its “Fraud
Reporting and Inquiry Platform” so that local officials could digitally transmit scam ad notifications to
companies. 4

Clear rules are necessary for fruitful cooperation; private companies pursue profit in
compliance with the laws and regulations on the books. Enhanced mechanisms for communication
help reduce frustration; automated processes and digital platforms help accelerate action. These lessons
have applications beyond fighting scam ads. Countering harmful content such as calls for violence or
disinformation requires public-private partnerships that will be both challenging and essential. The
Anti-Fraud Initiative’s experience managing friction provides a model for balancing regulatory
enforcement with productive collaboration.

Scaling ahead with a “Rest-of-Society” approach

In a war, China’s cognitive domain operations will strike military, government, and civilian
individuals for targeted effects. Taiwan’s military and intelligence services will duly focus on
protecting their forces from cognitive attacks; they will be hard-pressed to also shield everyday
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civilians, business leaders, and local officials from cognitive manipulation. Taiwan will need the “rest-
of-society” to ensure its own cognitive resilience. The AFCC tackled criminal threats in the cognitive
domain without turning to the military or intelligence services.

Malicious actors will almost certainly push harmful messaging via Short Message Service
(SMYS) and social media, disrupting lifesaving updates the government plans to push to personal
devices (e.g., missile strike alerts and evacuation orders). Under the Anti-Fraud Initiative, MODA
implemented an SMS protocol so that all official government text messages are delivered from a
unique “111” phone code, making authentication intuitive for everyday people.*!

The Anti-Fraud Initiative also led several public awareness campaigns to educate people to
detect and report online scams. Though not a panacea, such campaigns can help harden minds
against manipulation. A well-crafted 90-second YouTube video can boost people’s ability to
recognize online manipulation. ** Such low-cost and scalable interventions can contribute to whole-of-
society resilience.

Conclusion

The Anti-Fraud Initiative showcased the necessity of clear laws and regulations to guide private
industry, especially social media companies and telecoms. Ill-defined expectations for businesses will
almost certainly lead to public policy failure.** ** 45 The AFCC modeled a holistic approach built on
collaboration with companies and access to legislative remedies. In cognitive warfare, Taiwan will
need to continuously refine regulations in dialogue with the private sector to achieve alignment and
compete against evolving threats.

In just two years, the AFCC showed how an interagency effort can achieve meaningful results.
It also showed that the pace and scale of cognitive domain operations will overwhelm any manual
process. To succeed, automated detection tools proved crucial, as did streamlining coordination with
telecoms and social media companies. Ultimately, the AFCC’s success depended on transparency and
collaboration, key pillars for building a resilient society in physical and cognitive domains. Taiwan's
Anti-Fraud Initiative shows that democracies can compete in the cognitive domain, not by controlling
speech, but by building resilient institutions, partnerships, and public trust.
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