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Chapter 4

Deterring Gray-ZoneWarfare

Sam Mullins1

by a popular attachment to the concept of 
a basic difference between peace and war and by a reluctance to 

recognize the realities of international relations the perpetual rhythm of 
struggle, in and out of war. 2

George F. Kennan

U.S. Department of State Policy Planning Memorandum No. 269

May 4, 1948

Conceptualizing the Gray Zone

Throughout history, states have relied on a wide array of tools and 
techniques, ranging from disinformation and political interference 
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to assassination and proxy warfare, to weaken adversaries and 
advance strategic objectives short of open war.3 These so-called 
gray-zone 

4 were visible during the Cold War but have risen 
to new prominence in the 21st century. Authoritarian and revisionist 
powers now exploit globalization and technology to expand 
influence, press territorial claims, and undermine the rules-based 
order, while avoiding more costly, direct confrontation with the 
United States. 

China
annexation of Crimea in 2014 are striking examples of this 
approach, visible tips of a steadily growing iceberg. In response, 
analysts have coined overlapping terms irregular warfare, hybrid 
threats, and malign influence all referring to hostile activities 
conducted below the threshold of conventional war yet outside 
accepted state behavior.5 

Gray-zone tactics vary in form some overtly aggressive and 
illegal, others more insidious or technically lawful but share 
common traits: they are coercive, corrupting, covert, and/or 
deceptive.6 Figure 4.1 illustrates this continuum, ranging from low-
level, persistent non-kinetic activities to more aggressive, high-end 
coercion.7 

By design, these tactics exploit ambiguity in attribution and 
intent, generating uncertainty, slowing decision-making, and 
enabling aggressors to secure objectives before defenders can 
respond. When states hesitate fearing escalation or political 
costs deterrence falters. The result, as seen in both Chinese and 
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Russian campaigns, is strategic gain without open conflict, 
incentivizing further use of gray-zone warfare.
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For this volume, the analytical lens is deterrence. The central 
question, therefore, is not only what China, or other adversaries, do, 
but how these tactics degrade the three pillars of deterrence
capability, credibility, and communication and how U.S. and 
allied actions can restore them short of war.  

Winning Without Fighting 

 (PRC), the concept of winning 
without fighting competing below the threshold of war has deep 

Art of War. These ideas resurfaced 
with renewed intensity in the 1990s after the collapse of the Soviet 

Liberation Army (PLA) published Unrestricted Warfare. They 
argued that the new principles of war were no longer limited to 

military and non-
military lethal and non-lethal to compel the enemy to accept 

8  

Although not an official doctrine, this thinking reflected a 
growing emphasis on non-kinetic competition and the blurring of 
the distinction between peace and war in Chinese strategic circles. 

Science of Military Strategy 
introduced the concept of peacetime-wartime integration,9 while 

10 This logic underpinned the 
three warfares public 

opinion, psychological, and legal warfare, which have been 
complemented by a steadily growing emphasis on the central 
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importance of information and cognition in warfare that began in the 
1990s and pervades Chinese military analysis today.11 Non-kinetic 
influence campaigns naturally extend beyond the PLA to encompass 
the United Front Work Department (UFWD), Propaganda 
Department, Ministry of State Security, and other organs, forming a 
whole-of-state enterprise.12 The fact that the three warfares were 
adopted by the military, whose primary responsibility is 
warfighting, therefore speaks volumes to the importance of non-
kinetic influence operations within the party-state as a whole. 

China

Soviet republics and the Arab world from 2003 2014. Echoing 

Square in 1989,13 the Chinese Communist Party (CCP) came to see 
these events not as legitimate popular protests, but as U.S.-

thus reinforcing its 
conviction that traditional boundaries between war and peace were 
eroding.14 

own methods, but to highlight U.S. and Russian practices while 
15 

Yet the record is clear. From coercion in the South and East 
China Seas and across the Taiwan Strait, to elite capture and 
penetration of critical infrastructure abroad, China has made gray-
zone tactics a defining feature of its foreign policy. This reflects a 
fluid understanding of the competition-conflict continuum and a 
conviction that the United States seeks to undermine CCP rule. Like 
Moscow,16 Beijing sees itself as embroiled in a long-term strategic 
struggle that is more akin to war than peace.17 
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For U.S. and allied policymakers, this distinction is critical. 
Gray-
but a deliberate form of strategic conflict designed to weaken 
deterrence by blunting capabilities, eroding alliance commitment, 
and confounding communication strategies. We may not be at war 
in the Clausewitzian sense, but defending the strategic edge in the 
Indo-Pacific requires adopting a wartime mindset that is attuned to 

and out of 
[emphasis added].18 

Gray-Zone Warfare in the Indo-Pacific 

Gray-zone tactics are now a persistent feature of strategic 
competition across the Indo-Pacific. While gray-zone activity is not 
unique to Beijing, its use of these methods is especially wide-
ranging and pervasive. This makes China the most consequential 
case for understanding gray-zone warfare in the region. The 
following sections provide an illustrative account of these activities. 

Aggressive Tactics:  
Military Intimidation and Overt Coercion 

At the aggressive end of the spectrum, China employs sustained 
military intimidation patrols, exercises, missile tests, harassment, 
and unsafe maneuvers combined with non-military pressure to 
alter the status quo. Nowhere is this clearer than Taiwan, where 

entification zone have 
surged from roughly 20 in 2019 to over 3,000 in 2024.19 Large-scale 
exercises simulating blockades and invasions place immense strain 
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fatigue.20 Just as importantly, they serve as a form of psychological 
warfare, aiming to convince the Taiwanese public that resistance is 
futile. 

China has applied similar tactics elsewhere. In the 2017 Doklam 
crisis, PLA roadbuilding on Bhutanese territory triggered a tense 
standoff with India.21 In 2020, Chinese and Indian troops engaged 
in limited but deadly skirmishes along their disputed border.22 Since 
then, Beijing has quietly expanded dual-use infrastructure projects 
across remote Himalayan regions, consolidating its existing territory 
and expanding its ability to project power beyond its borders.23 In 
the maritime domain, China has leveraged its Navy, Coast Guard, 
and vast maritime militia to challenge Japan around the Senkaku 
Islands and steadily expand control in the South China Sea, 
disregarding internationally recognized exclusive economic zones 
of states like the Philippines and Vietnam.24 These actions integrate 
quasi-civilian forces with island-building and increasing 
militarization,25 giving China escalation control while leaving 
defenders with few options to respond. Physical initiatives are 
complemented by extensive application of the three warfares 
(informational, legal, and psychological measures), as well as 
political, economic, and other means discussed below.26 

Moderate Tactics:  
Cyber, Economic, and Political Interference 

China is particularly active in the cyber domain, where it views the 
boundary between peacetime and war as particularly blurred.27 
Taiwan alone faces tens of millions of attempted intrusions every 
month28 around 73 million in 2024, up from 18 million in 2019.29 
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Leaked data from a Shanghai-based contractor in 2024 further 
revealed Chinese espionage against more than a dozen states 
throughout Asia and beyond, including not only rivals, such as 

- 30 
Chinese state-sponsored hackers have also repeatedly targeted the 
Association of Southeast Asian Nations.31 Beyond espionage, 
Chinese actors are pre-positioning inside critical infrastructure in 
the United States, Singapore, and Pacific Island nations, creating 
options for disruption in a crisis.32 Chinese operators have also been 
repeatedly linked to the cutting of undersea cables near Taiwan and 
in the Baltic Sea, leading to accusations of sabotage.33 

Economic statecraft is another powerful gray-zone tool. Beijing 
routinely employs informal sanctions such as tourism bans, import 
restrictions, and boycotts to punish and coerce governments, 
companies, and individuals for policies or actions it disapproves 
of.34 More strategically, the Belt and Road Initiative and related 
projects have secured Chinese access to ports, aviation hubs, energy 
facilities, telecommunications, and other infrastructure in strategic 
locations across South Asia and the Pacific, from Pakistan and Sri 
Lanka to Papua New Guinea and the Pacific Islands.35 Whether 
state-owned or seemingly private enterprises, these assets create 
enduring vulnerabilities that can be exploited in various ways, 
including espionage, sabotage, and potential military positioning. 

Besides the practical and military opportunities that economic 
projects can generate, perhaps first and foremost, the use of financial 
levers can be used to acquire political influence. Often this is 
achieved by winning over foreign elites, using political donations, 
financial inducements, and lavish trips to China.36 The case of 
Australian Senator Sam Dastyari, who was forced to resign in 2018 
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after accepting payments from a Chinese billionaire later barred 
from the country, is emblematic of this approach.37 Similar 
allegations of influence operations have surfaced in the United 
States, Canada, New Zealand, and across the Pacific.38 

Persistent Tactics:  
Influence Operations, Disinformation, and Lawfare 

Persistent gray-zone tactics are enduring and pervasive. Though 
their impact can be hard to measure, over time, they enable 
aggressors to shape the environment to their advantage. A central 
feature of China -optation, 
and mobilization of overseas ethnic Chinese communities. For 
example, the UFWD-affiliated Peaceful Reunification of China 
Association of New Zealand has organized political fund-raising 
and bloc voting, mobilized counter-protests during Chinese official 
visits, and facilitated access between selected community leaders 
and local politicians.39 And while the proportion of the Chinese 
diaspora population that is knowingly involved in these efforts is 
likely to be only very small, the potential to exert political pressure 
in this way is significant. 

Far from isolated, such efforts are global. The UFWD
has affiliated 

organizations in more than 90 countries. Similar patterns of activity 
to those observed in New Zealand have been documented in 
Australia, Canada, Taiwan, and the United States.40 In parallel, the 
UFWD, the Ministry of State Security, and other agencies also 
leverage diaspora networks for espionage and technology transfer, 
in support of China -Civil Fusion strategy.41 A 2023 U.S. 
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conviction of engineer Ji Chaoqun, who conspired with the Jiangsu 
Province Ministry of State Security to recruit Chinese-Americans 
for espionage, is illustrative.42 A study of 204 espionage cases in the 
United States found that 41 percent involved private Chinese 
citizens, underscoring how the CCP seeks to exploit overseas 
populations.43 Convictions, of course, are just the tip of the iceberg, 
and much remains unproven. In the Philippines, for instance, a 
sudden influx of Chinese students into northern Cagayan province 
in 2023 raised counterintelligence concerns because it coincided 
with 
Cooperation Agreement (EDCA) with Washington to include three 
new sites on Luzon.44 

The Party also works to monitor and control overseas Chinese 
communities. It has sought monopolies over Chinese-language 
media abroad, mobilized political protests, pressured students to 
inform on each other, and intimidated families in China to silence 
dissent.45 One Australian case saw parents threatened with prison 
unless they disowned their daughter overseas.46 Such tactics export 
censorship and repression, undermining legally protected 
democratic norms and values in other states. 

The CCP also increasingly uses disinformation to shape the 
information space and interfere in political and social issues. Taiwan 
is the primary target, with authorities reporting 2.16 million PRC-
linked false or biased information items in 2024 a 60 percent 
increase from the previous year.47 Chinese operations have at times 
triggered protests and allegedly shaped political outcomes on the 
island.48 

-platform covert 
49 spanning thousands of 
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inauthentic accounts across dozens of platforms.50 While its 
effectiveness has been limited so far, the scale and persistence of the 
effort reflect a learning adversary committed to long-term influence. 

A final persistent tactic and one of China
is lawfare. Beijing uses legal tools to legitimize its 

claims, reinforce its narrative, and lay the groundwork for further 
coercion.51 The 2005 Anti-Secessionist Law thus bolstered the CCP 
narrative on Taiwan while providing a legal basis for the use of 

- 52 This was 

53 Similarly, the 2021 Maritime Police Law 

definition that includes the South and East China Seas far beyond 
der the Law of the Sea.54 These 

measures are not abstract legalisms; they provide pretexts for 
coercive actions at Second Thomas Shoal, the Senkaku Islands, and 
elsewhere, and are cited in official Chinese media55 illustrating 
how lawfare reinforces public opinion warfare at the low end of the 
spectrum, while also enabling and legitimizing escalation closer to 
the threshold of armed conflict. 

The Challenge for Deterrence 

-zone warfare undermines deterrence in several 
ways. The risk of escalation means that the use of military force in 
response to most gray-zone aggression is rarely a credible option, 
meaning conventional deterrence fails. At the same time, China 
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military capacity while signaling its own growing strength. 
Moderate gray-zone tactics further expand opportunities for 
coercion, while creating strategic dependencies that weaken 
political resolve. Persistent tactics degrade deterrence over time by 
generating uncertainty and confusion, normalizing subversion, 
undermining cohesion, and preconditioning the environment for 
more aggressive action. Collectively, these dynamics blunt 
traditional punishments, while simultaneously undermining 
resilience, and thus also weakening deterrence by denial. The 
fundamental question that remains is how such low-cost, low-risk, 
yet high-reward activities can be effectively deterred. 

Responding to Gray-Zone Aggression in the Indo-Pacific 

Nations across the Indo-Pacific have adopted a variety of measures 
to counter Chinese gray-zone aggression, ranging from legal rulings 
to operational deployments. While uneven and often reactive, these 
responses illustrate both progress and gaps in building a credible 
deterrence posture. 

Legislative Responses 

2016 case before the Permanent Court of Arbitration, which ruled 
that China -

obligations under the United Nations Convention on the Law of the 
Sea.56 Although China dismissed the ruling, the decision gave 
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Manila international legitimacy and rallied broader support a 
reminder that lawfare can cut both ways.57 

More broadly, legislation provides the foundation for defense in 
the gray zone. Recent examples include the U.S. Foreign Investment 
Risk Review Act (2018),58 
(2019),59 
(2018),60 61 
Foreign Interference (Countermeasures) Act (2021),62 and New 

Bill (2024).63 Collectively, these laws strengthen the detection and 
prosecution of foreign interference, harden critical infrastructure, 
and expand cyber defense. 

Administrative Responses 

Governments have also reorganized bureaucracies to better 
coordinate defenses against foreign interference. Australia has led 
the way, creating the Electoral Integrity Assurance Taskforce, the 
Counter Foreign Interference Coordination Centre (along with a 
National Counter Foreign Interference Coordinator), and the 
University Foreign Interference Taskforce, among other measures.64 
Similar initiatives, mostly aimed at countering disinformation and 
protecting the integrity of elections, have been introduced in New 
Zealand, Japan, South Korea, and Taiwan.65 Meanwhile, the United 
States has enhanced the Committee on Foreign Investments in the 
United States, among other measures, but currently lacks a central, 
interagency coordinating body dedicated to assessing and 
responding to foreign interference.66 Yet structures of this kind are 
incredibly important. Because gray-zone threats cross institutional 
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boundaries, coordination is essential and determines whether 
responses are fragmented or strategic. 

Economic Responses 

Economic resilience is another line of defense. Several states have 
tightened foreign investment screening, restricted the transfer of 
sensitive technology, and diversified supply chains to reduce 

Security (2021) and passage of the Economic Security Promotion 
Act (2022) exemplify this trend.67 Meanwhile, joint investments
such as U.S., Australian, New Zealand, and Japanese funding for 
electricity and internet infrastructure in Papua New Guinea offer 
alternatives to Chinese projects and the vulnerabilities they bring.68  

Economic punishment can be applied in the form of sanctions. 
Washington regularly imposes penalties on both Chinese state-
owned enterprises as well as state-sponsored proxies involved in 
malign influence activities. By comparison, others have been more 
hesitant when it comes to sanctioning Chinese threat actors. 
However, in 2023, Japan issued sanctions against North Korean 
hackers, followed by sanctions against Chinese firms for supporting 

69 Australia and New Zealand also recently 
applied sanctions against Russian cyber-attackers, thus paving the 
way for potential broader application.70 Although threat actors have 
been remarkably resilient in the face of economic punishments so 
far, carefully targeted economic sanctions, applied multilaterally, 
may yet have a deterrent effect. 
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Operational Responses 

Physical challenges to territory necessitate operational responses. 

record-high coast guard patrols around the Senkaku Islands 
demonstrate resolve, though they also strain resources.71 Freedom 
of Navigation Operations by the United States and its allies counter 

missions to the grounded BRP Sierra Madre keep China from 
cementing control of Second Thomas Shoal. 

Law enforcement plays a parallel role in containing gray-zone 
activities. The United States has indicted dozens of Chinese hackers 
and spies,72 while Taiwan charged 64 people mostly soldiers for 
espionage in 2024.73 Such prosecutions not only disrupt operations 
but also have important informational value by exposing gray-zone 
activity. 

Overt operations are complemented by a variety of indirect, 
non-attributable, and asymmetric activities aimed at countering 
adversaries, while strengthening partners and allies.74 U.S. Cyber 

persistently engaging adversary networks,75 
Active Cyber Defense Law similarly authorized preemptive actions 
in cyberspace indicating a growing realization that these 
capabilities are needed to effectively compete in the gray zone.76 Yet 
as necessary as the various operational responses are, none of them 
has ultimately succeeded in deterring Chinese aggression. 
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Informational Responses 

Finally, states are investing in awareness and narrative competition. 
Security Threat 

Environment report,77 
numerous public campaigns aimed at countering disinformation and 
foreign interference.78 The Philippines has even produced a comic 
book, Teacher Jun, to educate children about maritime coercion in 
the West Philippine Sea.79 

Public indictments of hackers,80 broadcasting of Chinese aggression 
at sea, and sustained documentation of harassment by Taiwan, 
Japan, and the Philippines all serve to establish legitimacy and 
mobilize international support.81 While exposure alone has not 

 and lays 
the groundwork for coordinated deterrence. 

Restoring Deterrence in the Gray Zone  

The preceding examples show that the United States and many of 
its Indo-Pacific partners have awakened to the scope of the gray-
zone challenge and are taking steps to defend themselves. 
Encouraging as this is, the reality remains that China and others 
such as North Korea have been largely undeterred, continuing to 
press their aims with low-cost, high-reward tactics. How to blunt 
and ultimately deter these moves without sparking escalation 
remains an unresolved dilemma. 
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The following recommendations highlight ways that the United 
States and its allies can strengthen defenses and mount a more 
credible deterrent. 

Thoroughly Assess and Publicly Identify the Threat 

Significant progress has been made in exposing coercive gray-zone 
activity; however, progress has been uneven, and there is much 
more that can be done. To begin with, it is fundamentally important 
that nations develop comprehensive threat and vulnerability 
assessments both classified and unclassified versions that can be 
shared across government and with the public. These should draw 
on input from multiple agencies, civil society, and the private sector, 
and be willing to identify the sources of coercion by name. While 
some countries have indeed taken steps in this direction, it is unclear 
whether the threat and related vulnerabilities are fully understood, 
especially outside of the security sector. Moreover, many states still 
shy away from public attribution, which allows China to act with 
impunity. 

Be Systematic, Yet Pragmatic 

Ad hoc and reactive responses have proven ill-suited to the demands 
of gray-zone competition. Deterring such behavior requires more 
than isolated countermeasures; it demands a disciplined approach to 
competition that aligns assessment, decision-making, and action 
across time and across institutions. 

A useful starting point is the recognition that gray-zone 
deterrence requires a structured way of aligning threats and 
vulnerabilities assessments, along with national priorities, response 
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options, and synchronization with partners an approach 
articulated by the European Centre of Excellence for Countering 
Hybrid Threats.82 The United States and its Indo-Pacific partners 
should study this approach and adapt it to their own strategic 
contexts and institutional constraints. 

At the same time, strategic discipline requires realism. Not all 
gray-zone activity can be deterred, and attempts to do so 
indiscriminately risk strategic exhaustion. As Lyle Morris and his 
colleagues argue, high-end, aggressive gray-zone actions those 
that approach the threshold of open conflict or threaten core 
interests may be more susceptible to deterrence, while some 
moderate tactics may be dissuaded over time. By contrast, low-level 
persistent activities are unlikely to disappear and must instead be 
managed and mitigated.83 Effective gray-zone deterrence, therefore, 
depends on differentiation: distinguishing what can realistically be 
deterred from what must be absorbed, disrupted, or blunted. 
Crucially, this must also involve a detailed assessment of the goals, 
interests, cost-benefit calculus, and vulnerabilities of the individual 

resources and capabilities. 

A systemic approach need not be rigid. On the contrary, the goal 
is pragmatic selectivity focusing effort where deterrence is 
plausible, conserving resources where it is not, and ensuring that 
responses are proportionate, coordinated, and strategically aligned. 
In the gray zone, deterrence is less about eliminating hostile 
behavior than about shaping its cost, frequency, and effectiveness 
over time. 



 

 Deterring Gray-Zone Warfare | 105 

Improve Coordination 

Current responses to gray-zone aggression are broad but often 
fragmented. Because gray-zone tactics deliberately cut across 
military, economic, informational, legal, and societal domains, they 
cannot be countered effectively by single agencies or siloed 
institutions. Meaningful deterrence, therefore, requires genuine 
whole-of-government coordination including non-traditional 
partners and, critically, alignment among allies and partners.84 
And yet, too often such coordination emerges only after a crisis is 
already underway.85 

The United States and other Indo-Pacific nations must, 
therefore, examine and strengthen their coordination mechanisms 
now. Only integrated national and multilateral responses have a 
realistic chance of deterring China -zone playbook. At the 
national level, this may require adapting existing institutional 
arrangements, or, where gaps persist, creating new coordinating 

Counter Foreign Interference Coordination Centre. International 
coordination presents additional political and legal challenges, but 
it is no less essential. The credibility of deterrence ultimately rests 
not only on U.S. power, but on the visible cohesion of a coalition 
that is willing and able to act decisively and in concert. 

Accept Calibrated Risks 

Most countermeasures employed today remain reactive and largely 
defensive, allowing the initiative to remain with the aggressor. 
While the risk of escalation is real and ethical, legal, and 
reputational factors matter effective deterrence cannot be built on 
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a zero-risk tolerance. Without credible denial strategies and at least 
the credible threat of punishment, adversaries will continue to push 
the boundaries with little fear of consequence.86 

bad... 87 

response to all gray-zone provocation, but doing so on a carefully 
selected, case-by-case basis may compel would-be aggressors to 
back down.88 Crucially, any strategy of limited escalation must be 
clearly communicated to adversaries in advance; otherwise, it is 
unlikely to alter their cost-benefit calculation. 

Target Specific Perpetrators 

Deterrence in the gray zone ultimately depends on altering the cost-
benefit calculus of aggressors. While this often involves shaping the 
perceptions of the responsible state, much of that activity is carried 
out through proxies quasi-state entities, private firms, and a 
cornucopia of other seemingly independent actors whose personal 
incentives rarely align perfectly with those of the state.89 Even 
individual officials working directly for the state have their own 
interests and motivations. 

This creates opportunities for what Elizabeth Braw has termed 
90 Targeted indictments, financial 

sanctions, visa restrictions, exposure of corruption, and other 
individualized penalties can raise the personal costs of participation 
in gray-zone campaigns. Over time, such measures may shrink the 
pool of willing proxies and force key actors to reconsider both their 
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own roles and the broader strategy they are executing on behalf of 
the state. 

Build Resilience  

Resilience is indispensable but not sufficient. Gray-zone activity 
will persist, and societies must be able to absorb disruption, 
maintain core functions under pressure, and recover quickly from 
crises. In theory, whole-of-society resilience can contribute to 
deterrence by denial: if hostile actions consistently fail to achieve 
their intended effects, incentives for continued coercion diminish. 

-standing Total Defence 
-of-

Society Defense Resilience Committee.91 These models, alongside 
European experience, offer valuable lessons and should be adapted 
to local contexts across the Indo-Pacific.92 Yet resilience must not 
become a substitute for deterrence by punishment. In Europe, 
overreliance on resilience has at times served as a way to avoid 
confrontation.93 Indo-Pacific nations should avoid repeating that 
mistake by ensuring that resilience complements, rather than 
replaces, credible deterrent action. 

Conclusion 

This chapter examines the use of gray-zone tactics in the Indo-
Pacific, assesses how states are responding, and identifies pathways 
for strengthening deterrence below the threshold of war. While the 
scale and diversity of gray-zone activity defy comprehensive 
treatment in a single chapter, the cases presented here illustrate both 
the scope of the challenge and the costs of insufficient response. 
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Gray-zone competition has re-emerged as one of the defining 
security challenges of our times. For decades, the CCP and like-
minded regimes including Russia, North Korea, and Iran have 
deliberately blurred the distinction between peace and war, 
exploiting ambiguity to advance strategic objectives while avoiding 
direct confrontation. Recognizing this reality is a prerequisite for 
effective deterrence. 

Not all forms of gray-zone activity can be eliminated, nor 
should deterrence be measured solely by the absence of provocation. 
Rather, success lies in shaping adversary behavior restricting the 
space for subversive activities, raising the likelihood of failure, 
imposing meaningful and targeted costs, and controlling escalation 
dynamics, while preserving access, sovereignty, and alliance 
cohesion. Working together in this way, over time, Washington and 
its partners can reestablish deterrence and ultimately regain the 
strategic advantage in the contested space below the threshold of 
war. 
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